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WG6
2020/3/30 ~ | 20204/3 Rosslyn, VA, USA MITA HQ
2020/6/15 ~ | 2020/6/19 Web meeting GoToMeeting
2020/8/31 ~ | 2020/9/4 Web meeting GoToMeeting
2020/11/9 ~ |1 2020/11/13 | Web meeting GoToMeeting
2021/1/11 ~ 1 2021/1/3 Web meeting GoToMeeting
FHEl | 2021/3/22 ~ | 2021/3/26 Web meeting GoToMeeting
DSC. WG10, WG29, WG31
2020/4/7 ~ | 2020/4/7 Web meeting GoToMeeting
2020/8/21 ~ | 2020/8/21 Late Summer Meeting GoToMeeting
2020/12/5 ~ | 2020/12/5 Winter Virtual Meeting GoToMeeting
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- PS3.15 A.5 Audit Trail Message Format
Profile
o JAHISESEFIIWGH S
— X-Ray RDSRO#RE1E1EFHR
o IBEIDIERDIZINIC DOV THFERFHTT

o IZ1IEIEZRINIT
- CP1636: Specific Character SetDf#s5ifH7e
e Sup209 (CRAS, H[E/7E[E =Bz EEN
— CP2020: DICOMDIR## DR IEL

e CPack-111 (&
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o JAHISESE AW GHIa3E
— X-Ray RDSRO#R=IE1E B
o EBENDIBIZDIZINC DOV THFER TS

o IZ1IFIRFTINIL
- CP1636: Specific Character SetDf#s5ifH7e
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e SWG-02 (propose CPs, Sups)
- CP2020

Correct Directory Content Example in both PS3.10 and PS3.3

DICOM PS3.3 2019 - Information Object Definidons

DICOM PS3.10 20788 - Madia Storage and Fike Format Tor Media Interchange

A Example of DICOMDIR File Content o
(Informative) —

B
This Annex provides an example of 3 File content that 15 based on selected aspects of the sxample introduced in P53 o — \

Directory Information Oingact This I8 not @ nomative Annex: 1113 enly an IUStraton, which 1S simply inssnded to nelp 1

understand the arganization of @ DICOM Directony stored in a DICOMDIR File Fatami

Favest = g
A.1 Simple Directory Content Example o | [ i etmmEy

Table A 1-1 shows In & 2mMpified manner, the coment of 2 2mpie DICOMDIR Flle. Vales of elemens are naed b
brackets (2.0, [1.2 840 10008.34.7.6]). Byle OMaets are shown by syebalic Valies nated baiwesn Drackets jeq., (1

Faren 5 Diraciony Endry

Table A.1-1. Directory Content Example

Meta-info 128 bytes File: Presmbde [all lytes Se1 te DOH]
{1828} hem Tag FFFE,EBD Item Diata Elemem {indudes the following Data Elamants)
Study 1 0041400 Offzat of the next Directory Record in Directory Enity [nod shown \
N exampe)
Diractory Record 0004, 1410

Recond In-use Flag [FFFFH]
Offzat of Referenced Lower Level Direclony Entity {22891

0004, 1430 | Directory Record Type [STUDY]

'\.._____________‘_.-ﬂ'

00,1420
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Management Profiles
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DGO PE=.1S 202 1a - Securty and System Management Frofles Fags BT

E Attribute Confidentiality Profiles

potanbaly resullin kaage of Indvidually Mentfiabk Information (Il acout the patent or other Indhiduals o arganzabons Ineohvad

In acguisition. E ;x

Profiies @ proviced ' addnass the balanca Debwesn I removal of Infarmation and the reed T ratain Infarmation so thet the Cetkssts
remialn usetd for thelr Inended porpass

JESRA TR (085 m1a

B! .2
Oiptions ana used In addfon o proflies fo prevent & combinatonal expandgkon of cifeneant Proflies. @ 4
E.1 Application Level Confidentiality Profiles . R gt e M —4
Appleation Lave: Corfidentialty Proflas adcmss the folowing assects of seourty: 41 LN o= i

I R e T — |
- Dafa Confdenbality ot the apploation layer.

4192 FERM{E#EOFR 4
Cithar aspects of sacurdfty not eddressed by these: profiles, that may s eddressed eisewhans In the Slandard Inciude:

2.1.3 M4 {Lae .
- Confdantallty In other Eyars of tha DICOM mooal,

114 ERMAIL -
- Data Imdagrty.

.18 B o
Trese Profles are tergeted towerd creafing & spedial purnase, de-bdentfied varsion of an areecy-anisting Deta Sat. k15 not miendes
b repkete B aniginal S0P Inslanee: from which the de-identfed S0P Instanca Is orealed, nor i 1 inended tn act as tha primany 42 W& - % 6
represeniafion of dirleal Daba Sets In image archivas. The de-ddenified S0P Instances ane wseful, for cxampls, In ceating aching o iy
o reseanch fles, parforming dinfcal triaks, or submission to ragistrias whars B ldenfhy of the pafient and cthar Individusls ks negul ned 4 ¥ .— B
to be profected. In some cases, i also necessany o provice @ means of recovering identity by autharized parsennal. 41 W5 g

E.1.1 De-identifier

An Applcafion may claim confarmancs i e Application Lavel Confdentialfy Proflie and Oplicns s & de-identifier I [t protects and
relaing avATricotes as specfied In the Profiis and Opfons. Frotectian in this conlaxt is cefingd as tha foliowing process:

1. The apploafon may crests one or mons Instances of e Encrypied Atrbutes Data Sst and copy Alrbules b be profeciad Inbo

T [Singis) Ham of the: Modfed Airbutes Segquancs (400,0550) o one ar mang of B Encrypbad Aftrioutes Data S4f Instances.
o e i
Hola 6.1 INECHOM |2 d ¥
5.1 : Fo ol il b R
1. A compiate reconstruction of the ongingl Dwta Saf may not ow possiole; however, Afrbutes (2.8, S0P Instance B.L1 DG
UID) I ine MWiodified ARrioutss Seguanca of an Encrypied ARrbulss Dala St may mefar beck o tha artgnal ECP 512 DICOM OIS ol EG 7 o> + o il S, - |
Instanca hoidng the orgine Duie Bt _ _
518 MRS 70 77 Ao ik . 18
2. ItlE notreguired et tha Encrypled Autes Dala St be oreated: Indeed, hars may e doumslances whars tha ; _—
Datase! s expacied 1o e anchived kong encugh that any conlemponany ancrypiion lechnclogy may be Nadequata 14 WES gt BS ol 17
b prowics: long ferm profection egiel nst unauthorzed mecovary of ieniificatian. 5K .
w.la H AT
3. Oner mechanisms o assist in dentty recoveny or ongitudingl consistency of replaced UIDS or dates and times \
mmhmrﬂ’mEmmmummwwmsln'lﬂ'i!lld‘ﬂ'hsﬂ.lm anmmnﬂ. [ Wragn . e et e et it et e e ettt it e et At it e ettt et
Ik Is desired ko Incilda an encrypiad hash of tha Palants Name, | shauld not ba encoded In @ sapanhe private L - - |

abributs Implamantad for et puorposs, bk shoukd B& Inciedad In the Encryplad Altribules Data Saf and encoded
using the standard mechaniam. This alows for compatiblity betwan difarent Implamantations and provides securfy
based on the guallty and coninal of the encrypbon keys. Hoba also, that unencryphed hashes ane conslderably less
Seture and should be @voided, since ey @ vuinerable to rivial dichonary tesed atacks.

I Each Altdbuis o be protacied shall then efther b removed from the dalaset orhava s value rephaced by a diferent replacemant
walus™ that does not aliow dent®eation of tha patkent.
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e SWG-06 (create De-Identified data sample)

- Goal
e Meet to

All

- PS3.15E

- Anonymization Technique Guide for Image Medical Systems
» JESRA(") TR-0045-2018

- Now
e Anonymizing using action codes (D, Z, X, K, C..).

Patient  Study

Physican Image

Giroup

0oaz
0010
0010
0010
0010
0010
Qo0
Q010
o010
0010
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Element

Cos50
010
0020
o021
0030
040
1002
1010
1020
1030

Description

Accession Mumber

Patient's Name

Patient ID

Issuer of Patient ID
Patient's Sirth Date
Patient's Sex

Other Patient IDs Sequence
Patient's Age

Patient's Size

Patient's Weight

YR

5H
PM
Lo
LD
DA
]
50
AS
DS
D5

Size
24
22
13
el
28
20
FFFFFFFF
20
22
22

SWGE-06_Accession Numbsr
SWE-06_Patient's Mame
SWE-06_Patient ID
SWE-06_lasuer of Patient ID
SWE-06_Patient's Birth Date
SWE-06_Patent's Sex
(Sequence Data)
SWE-06_Patient's Age
SWE-08_Patient's Size

T ﬁ !

L&ﬁjeﬂﬁjaﬁen's Weight )

dummyPN
dummyPID123
dummystDesc.
dummyseDesc.

dummyTImgComment

*~Japanese Engneenng Standards of Radiological Apparatus
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